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Abstract

The world economy depends on information systems. Business value resides in the
data stored in information technology (IT) systems and the processes performed with
that data. However, malicious parties target these IT systems to extract value from them
using different modus operandi. Denial of Service (DoS) attacks are a common and harmful
method of making Internet-connected IT systems and, consequently, the business processes
running on them unavailable. Cybersecurity researchers from industry and academia are
looking for early warning detection systems to quickly detect and be able to mitigate
these DoS attacks. This thesis proposes two new ways to mitigate this problem, the first
by supporting the selection of the best features to be used through Machine Learning
(ML) methods to detect DoS/DDoS attacks, and the second consists of early detection
of DoS/DDoS attacks based on the information provided by visibility graphs. From the
results obtained, it can be seen that VGs are capable of selecting the best features and that
they can also be used to detect DoS/DDoS attacks. These results can also be extracted
through the analysis of the patterns obtained and the analysis of the respective degree

and density values.

Keywords: Denial of Service. Visibility Graphs. Machine Learning. Cybersecurity.

Early detection.



Resumo

A economia mundial depende de sistemas de informacdo. O valor comercial reside nos
dados armazenados nos sistemas de tecnologia da informacao (TI) e nos processos exe-
cutados com esses dados. No entanto, partes mal-intencionadas visam estes sistemas de
TT para extrair valor deles usando diferentes modus operandi. Os ataques de negacao de
servigo (DoS) sdo um método comum e prejudicial para tornar indisponiveis os sistemas de
TT conectados a Internet e, consequentemente, os processos de negdcios executados neles.
Investigadores de ciberseguranca, industriais e académicos, estao em busca de sistemas de
deteccao de alerta precoce para detectar rapidamente e serem capazes de mitigar esses
ataques DoS. Esta tese propoe duas novas formas de mitigar este problema, a primeira
apoiando a selecao das melhores features para serem usadas através de métodos de Ma-
chine Learning (ML) para detetar ataques DoS/DDoS e a segunda consiste em detetar
precocemente ataques DoS/DDoS com base nas informagoes fornecidas pelos grafos de
visibilidade (VGs). Dos resultados obtidos, verifica-se que os VGs podem ser capazes de
selecionar as melhores features e que também podem ser utilizados na detecao de ataques
DoS/DDoS. Estes resultados também podem ser extraidos através da andlise dos padroes

obtidos e da analise dos respectivos valores de graus e densidade.

Palavras-chave: Negacao de Servigo . Grafos de Visibilidade. Machine Learning.

Ciberseguranca.
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Chapter 1

Introduction

Technology has a huge impact on today’s global economy, it significantly streamlines
operations and reduces operational costs for companies, making those that reduce techno-
logical investment also reduce their income significantly [50, 53, 19]. As with all the good
things that come with technology, there is also a downside, cyberattacks. These, when
successful, not only result in financial losses but also cause damage to the reputation of the
affected companies [31, 32]. In recent years, society has witnessed an increase in the num-
ber and sophistication of cyberattacks [45]. The constant evolution of digital technologies
and the emergence of new threats have challenged the security of systems and data around
the world. These threats can range from Denial-of-Service (DoS) attacks to intrusions into
corporate networks, resulting in theft of confidential information and violations of privacy
[78]. Cybersecurity has therefore become a top concern for governments, businesses, and
individuals [63, 87]. The financial and reputational costs associated with cyberattacks
prompt organizations to invest in more advanced prevention and detection measures. In
addition, protecting user data and preserving the integrity of systems has become imper-
ative for trust in digital technologies [50, 53, 19]. Cyberattacks are constantly evolving
and increasingly complex, and the large amount of data generated by systems makes the
analysis and identification of suspicious patterns a complex task. Thus, the ever-changing
threat landscape of cyberattacks requires fast and effective solutions to detect and prevent
cyberattacks.

In this context, cyberattack detection research has been an active area of study [97,

41]. Several methods have been proposed to improve the early and accurate identification
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Chapter 1. Introduction

of cyber threats [39] and, the application of complex network analysis methods, such as
Visibility Graphs (VGs), emerges as a promising approach for detecting cyberattacks. This
method can offer a new perspective in analyzing network traffic patterns and identifying

malicious behavior.

1.1 Problem Statement and Motivation

The detection of cyberattacks is a challenging task. The techniques used by attackers
are constantly evolving, seeking to exploit vulnerabilities in systems and bypass exist-
ing defenses. Attacks can also occur at multiple layers, from network infrastructure to
applications and services, requiring a holistic approach to detection [75, 93].

In addition, the large amount of data generated in network environments and dis-
tributed systems makes it difficult to identify suspicious patterns. Traditional analysis
methods may not be enough to deal with the high dimensionality and complexity of this
data. As a result, false positives or negatives can occur, impairing the effectiveness of
detection systems.

The motivation for the current work is to use VGs to detect cyberattacks since they
can represent complex time series and identify patterns. This approach can help reduce
data complexity and highlight anomalous behavior more efficiently. The use of complex
network analysis methods can offer a more comprehensive view of network traffic patterns,
allowing the detection of malicious activities that can go unnoticed in traditional methods.

Furthermore, the application of VGs in the detection of cyberattacks can contribute
to the advancement of knowledge in the field of cybersecurity. Adopting an innovative
approach and exploring new techniques can lead to valuable insights and pave the way for

the development of more robust and effective systems for protecting against cyber threats.

1.2 Objectives

The main objective of this thesis is to explore and apply VGs as a way of effectively

detecting cyberattacks. To achieve this goal, the following specific objectives are pursued:

e Analysis of VGs in the Detection of Computer Attacks: Conduct a compre-
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Chapter 1. Introduction

hensive review of the literature on VGs. Understand their theoretical foundations,
including their application in other areas and how they can be used to analyze net-

work traffic and detect attack patterns.

e Analysis of Cyberattack Detection: Conduct a literature review on cybersecu-

rity and methods of detecting computer attacks.

e Develop a method for detecting cyberattacks through the use of VGs:
Propose and develop a detailed implementation for the application of VGs in detect-
ing cyberattacks through the identification of patterns, developing a pipeline capable

of collecting and processing network traffic data, generating VGs.

1.3 Contributions

This thesis provides two contributions:

e A new way to identify the best features of a network package to apply Machine

Learning (ML) to detect distributed or non-distributed denial of service attacks.

e A new way to detect DoS attacks through the use of VGs.

These contributions resulted in the following two publications and a patent:

e Joao Lopes, Pedro Pinto, Alberto Partida, and Anténio Pinto, “Using VGs for Fea-
ture Selection in Supervised Machine Learning Applied to Detect Distributed Denial-
of-Service (DDoS) Attacks”, in Proceedings of the SASYR Conference, Barcelos,

Portugal, July 2023. Best research work award.

e Joao Lopes, Alberto Partida, Pedro Pinto, and Anténio Pinto, “On the Use of VGs
for Feature Selection in Supervised Machine Learning - A use case to detect dis-
tributed DoS attacks”, in Proceedings of the OL2A Conference, Ponta Delgada,

Portugal, September 2023.

e National Patent pending with the title ”Detecting DoS attacks through the use
of VGs”
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Chapter 1. Introduction

1.4 Organization

The structure of this thesis is as follows. Chapter 2 analyzes the background related
to cyberattacks, mainly DoS and DDoS attacks, discusses cyberattack detection systems,
and explains the usefulness and potential of VGs in the real world. Chapter 3 reviews
work related to feature selection and ways to detect DoS and DDoS attacks. In Chapter 4
VGs are used to find the best features to apply in ML to detect DDoS attacks. In Chapter
5 VGs and Horizontal Visibility Graphs (HVGs) are used to detect DDoS attacks through

patterns. Finally, Chapter 6 concludes the thesis and discusses future work.
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Chapter 2

Background

This Chapter presents the background to the work carried out. First, a set of cyberat-
tacks are presented, mainly DoS attacks and their subtypes. Then, different cyberattack
detection strategies are detailed and VGs, their capabilities, and current applications are

also discussed.

2.1 Cyberattacks

It is widely recognized that cybersecurity is a challenge in today’s digital age. Several
cyberattacks occur daily, often with significant impact on businesses and organizations
[34, 15]. As examples, the 2017 cyber attack on Equifax, which put the confidential data
of millions of people at risk [89] and the 2020 attack on SolarWinds which demonstrated
the vulnerability of software vendors to cyber attacks [52]. These incidents highlight the
urgency of robust cyberattack detection solutions.

DoS and DDoS are among the most common cyberattacks since these types of attacks
are of low execution complexity [96]. A few studies show that, in some regions of the
world, DoS attacks account for the majority of network traffic [20]. Companies such as
DynDNS have been the target of DDoS attacks, resulting in service interruptions and
financial losses for large online platforms such as GitHub, Spotify, and Twitter, among
others [16]. The anatomies of DoS and DDoS attacks are depicted in Figure 2.1, with the
DoS attack aiming to overload a system or network and make it inaccessible to legitimate

users, disrupting systems, causing slowdowns, and compromising operational security. In
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Chapter 2. Background

addition, a DDoS attack coordinates a large number of distributed devices to achieve the

same goal.

DoS Attack

DDoS Attack

Figure 2.1: The anatomies of a DoS attack (left) and a DDoS attack (right)

DoS and DDoS attacks have characteristic patterns, such as sudden spikes in traffic,
repeated requests from the same IP address, and increased load on infrastructure, which
can facilitate detection [86]. These patterns are typically recorded in the logs of the
attacked systems that are put in place to record all system activity. Logs are valuable
information for detecting attacks and can provide important clues for identifying threats.
They record information about network events, authentication, user access, and other
activities, allowing administrators and security systems to monitor and analyze suspicious
events.

In DoS and DDoS cyberattacks, several types of attacks can be carried out. DoS

attacks can be a traffic flood attack, an Internet Control Message Protocol (ICMP)/Ping
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Chapter 2. Background

attack, or a SYN flood attack, among others.

In a traffic flood attack is usually carried out from multiple sources (it could be a
DDoS attack), which makes it difficult to block the traffic. This behavior is depicted in
Figure 2.2. In this type of attack, the attacker sends a large amount of network traffic to

the target, overloading its resources and making it unreachable for legitimate traffic.

Legitimate traffic
.4
Client \

Legitimate traffic blocked

‘ Malicious traffic Server

Attacker

Figure 2.2: Traffic flood attack

In an ICMP /Ping attack, the attacker uses the ICMP to send a flood of echo requests
to the target. This behavior is depicted in Figure 2.3. This type of attack consumes
bandwidth and resources and can also be carried out via botnets or compromised devices,
as described later in this section. Sometimes, the attacker uses random IP source addresses

in the ICMP messages.

ICMP echo request

<€<—  ICMP echo reply

’

ICMP echo request

<— |CMP echo reply

Attacker ICMP echo request Server

<€— |ICMP echo reply

Figure 2.3: ICMP /Ping attack
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Chapter 2. Background

In a SYN flood attack, the attacker sends a large number of SYN requests to establish a
Transmission Control Protocol (TCP) connection with the target server. This behavior is
depicted in Figure 2.4. In this type of attack, the attacker does not complete the connection
process, exhausting the server’s resources. Sometimes, the attacker uses random IP source

addresses in the SYN requests.

| ! Spoofed SYN Packet

Spoofed SYN Packet

Spoofed SYN Packet

/ Server
SYN-ACK /

SYN-ACK
SYN-ACK

Attacker

Figure 2.4: SYN flood attack

Similarly, there are other types of DDoS attacks such as botnet attacks, amplification
attacks, reflection attacks, NTP/UDP reflection attacks, among others.

In a botnet attack, the attacker controls a large network of compromised devices (bot-
nets). This behavior is depicted in Figure 2.5, where the attacker uses botnets to send
malicious traffic to the target. This technique is scalable and difficult to mitigate because
it involves a large number of sources.

In a Reflection Attack, the attacker sends spoofed requests to public servers that have
its source address and the target’s IP address. This behavior is depicted in Figure 2.6.
The public servers then respond to the target with a large amount of data, increasing the
intensity of the attack. This type of attack is often carried out through Domain Name
System (DNS) servers or other publicly accessible servers.

An amplification attack is a specific type of reflection attack where the response gen-
erated by the target system is significantly larger than the initial request made by the
attacker. This happens when the attacker uses misconfigured servers or services that un-

intentionally amplify targeted traffic. In other words, instead of sending a large number
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Chapter 2. Background

of requests directly to the website, which security measures can easily block, this attack
uses a poorly configured server that responds to spoofed requests. This type of attack is

often carried out through DNS servers or other publicly accessible servers.

Attack Traffic

Attack Traffic

Attack Traffic Server

Attack Traffic

Botnet

Figure 2.5: Botnet attack

DNS Resolver Attack Traffic
Attacker =

— e Attack Traffic
DNS Resolver

|:| = Server

Attack Traffic
Botnet f———
DNS Resolver

Figure 2.6: Reflection/Amplification attack

In an Network time protocol (NTP)/User Datagram Protocol (UDP) reflection attack,
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Chapter 2. Background

the attacker uses NTP or UDP servers to amplify traffic. This type of attack is similar to
the reflection attack, but instead of using public servers, the attacker uses NTP or UDP

servers to amplify traffic. This behavior is depicted in Figure 2.7.

‘ NTP Server Attack Traffic
Attacker =

— - Attack Traffic
NTP Server

— = Attack Traffic

Botnet f———
NTP Server

Figure 2.7: NTP/UDP reflection attack

Another type of attack that can be used to attack a web server is the Hypertext
Transfer Protocol (HTTP) DoS attack, in which the server is flooded with legitimate
requests until it cannot handle them. This can be done using a botnet. This behavior is
depicted in Figure 2.8.

Another type of attack that targets a web server is the resource exhaustion attack.
This involves exploiting vulnerabilities in server applications or systems to exhaust their
resources, such as memory and processing power. Once the server’s resources are ex-
hausted, it becomes inaccessible to legitimate users.

The Slowloris attack is an attack in which multiple HT'TP connections to the target
server are kept open [72]. This way, the attacker can consume all available connection
slots and make it impossible for legitimate users to connect to the server. This behavior

is depicted in Figure 2.9.

Page 10 of 69



Chapter 2. Background

. HTTP GET Flood

HTTP GET Flood
Attacker |:| HTTP GET Flood Server
. Botnet
.. HTTP GET Flood
Botnet

Figure 2.8: HTTP DoS attack

Open connection

Q Open connection

Open connection

Open connection

Attacker Server

Open connection

Open connection

Figure 2.9: Slowloris Attack

2.2 Countermeasures to Cyberattacks

Cyberattacks have recently become a major threat to organizations of all sizes [10]. Cy-
bercriminals are constantly developing new methods to attack corporate security systems
and cause damage that is often irreversible [77]. They can steal sensitive data, disrupt
business operations, and even demand ransom payments in exchange for restoring access.

To combat these threats, cyberattack detection tools have evolved significantly over

the years. These tools have become increasingly sophisticated and effective in detecting
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Chapter 2. Background

and preventing cyberattacks. They are now an essential part of any organization’s security
strategy. Some of the notable tools on the market include Intrusion Detection Systems
(IDS), Intrusion Prevention Systems (IPS), and Firewalls.

IDS is a monitoring and analysis tool used to detect malicious activity in network
traffic (see Figure 2.10). It is designed to detect unusual behavior or patterns in network
traffic that could indicate a potential cyber attack. As soon as a threat is detected, the
IDS system sends an alert to the security team, who can then take appropriate action to
prevent the attack from being successful. IDS can also provide valuable information about
the source and nature of the attack, which can help organizations improve their security

defenses and prevent future attacks [6].

] a IDS

N
—=
|| — £ —®—
=y LAN <+
: Switch Firewall Router Internet
—= N

Figure 2.10: Placement of the IDS in a network

IPS, on the other hand, can be seen as an extension of the IDS, which not only detects
threats but also takes measures to contain them (see Figure 2.11). It can automatically
block or isolate any suspicious activity detected in network traffic. The IPS system is
highly configurable, allowing organizations to define rules and policies that determine
what actions should be taken when a threat is detected. This can include blocking traffic
from specific IP addresses or ports, or even quarantining infected devices to prevent the
spread of malware [90]. It is also necessary to consider the difference between IPS and
Host-based IPS, as the latter run on a single client or server, monitor and respond to

specific events. What differs from an IPS is that it is based on the network [83].
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) N
m N

=\ )

L= LAN -@ ‘ @

: IPS Firewall Router Internet

Figure 2.11: Placement of the IPS in a network

Firewalls are another essential tool for organizations looking to protect their networks
against cyberattacks. A firewall acts as a barrier between a private internal network and
the public Internet, filtering all incoming and outgoing traffic (see Figure 2.12). It can
block traffic that does not meet certain criteria, such as traffic from known malicious
IP addresses. Firewalls can also be configured to allow or block traffic based on specific

protocols or applications [9].

_'_| /—\

m N

_| ﬁ

—= LAN @ \ )
: Firewall Router Internet

—m— N

Figure 2.12: Placement of the Firewall in a network

Although all three systems are used to secure a network, there are differences between
them. Firewalls are mainly used to perform actions such as blocking and filtering traffic,
while IDS and IPS are used to detect, warn, and/or prevent a cyberattack, depending on

their configuration. Table 2.1 presents the differences between the three systems in detail.
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Chapter 2. Background

Table 2.1: Firewall versus IDS versus IPS

Firewall IDS IPS
Filters incoming and Monitors a network Inspects, detects,
outgoing traffic, taking | service to detect classifies and blocks
Purpose
into account the malicious activity traffic when attacks
configured rules. and send a warning. are detected.
Detects and inspects
Detects traffic in traffic in real time,
Filters traffic based real time, looks for looks for attack
Function on port and IP traffic with suspicious | patterns or behaviors,
address. patterns or behavior, | and prevents
and generates alerts. | cyberattacks in real
time.
Typically after the
Setting Typically on layer 3 Typically outside the
firewall and on the
and and on the network network line.
network line.
Placement | line. (Fig.2.12) (Fig.2.10)
(Fig.2.11)
Patterns Does not analyze Analyzes Analyzes

2.3 Visibility Graphs

VGs and HVGs are graphical representations of visibility interactions between points.
They capture direct visibility relationships between points, where one point is visible to
another if no obstacles are obstructing the direct line of sight between the two points [37].
Each point that forms the VG represents a value, and this value is characterized by the
height of these points. The connection between two points is made by a straight line,
called a ray, which connects the visible points in the time series [42, 44].

The creation of a VG includes the following steps:

1. Data collection: First, it is necessary to collect data. This may include network

communication records, timestamps, and device information. Depending on the use
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case and context in which a VG is created, it is important to have a dataset with

data that can be analyzed.

2. Identification of the feature to be analyzed: A dataset consists of several
features and in this step, it is necessary to determine for which feature a VG should

be created.

3. Handling of the data: Most datasets contain data or empty rows that must be
eliminated, as the goal is to keep the dataset as clean as possible so that the results
are also as clean and optimized as possible. In this step, the dataset must be filtered
so that only the feature selected in the previous step remains, the empty rows of the
dataset must be eliminated. Data must be converted to numeric values if necessary
since the VGs are characterized only by numeric values. Finally, a list of values of

the selected and cleaned feature of the dataset must be created.

4. Identify the edges that connect the visible points: In this step, ordered pairs
of values (x, y) are created for the values that are visible to each other. The goal is

to identify the edges that are present in the VG.

5. Visibility Graph Construction: In this step, the ordered pairs of values (x, y)
defined in the previous step are used and the points and the corresponding edges

connecting them in the graph are drawn.

As aresult of these steps, the VG is built and can be presented according to Figure 2.13.
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Visibility Graph

20

Total Forwarded Packets

0 Number of Packets 14

Figure 2.13: Example of a VG

VGs and HVGs have several capabilities that make them applicable in various fields.
They are a very versatile tool that has countless applications in various areas. One of
the most important capabilities of VGs is the ability to analyze temporal patterns [3].
VGs represent a time series of events and facilitate the detection of emergent patterns and
anomalous behavior [94]. By analyzing visibility relationships between different points,
VGs can help identify underlying patterns and trends that may not be apparent at first
glance. Anomaly detection is another area where VGs excel. Anomaly detection is about
identifying unusual or suspicious behavior that deviates significantly from the norm [17].
VGs can identify these anomalous behaviors [94, 47], by highlighting visibility relationships
between different points that are not typical or expected. This can help identify potential
security threats, fraud, or other abnormal behaviors that require further investigation.
VGs also provide the advantage of dimensionality reduction. By transforming complex

time series into simple graphical structures, VGs can reduce the complexity of data and
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facilitate their interpretation. This is especially useful in areas such as finance, where
large amounts of data can be overwhelming and difficult to analyze [51]. VGs provide a
visual representation of data that is easy to understand and interpret, making it easier to
spot trends and patterns. Finally, VGs are useful for visualizing data. They provide an
intuitive visual representation of patterns and interactions between points, making results
easier to interpret. This is especially useful in areas such as medicine [84], where complex
data can be difficult to understand. VGs can provide a clear and concise representation
of data that is easy to understand and interpret, facilitating informed decision-making.
As technology continues to advance, VGs have the potential to become an increasingly
important tool for data analysis and visualization.

VGs are a powerful tool used in many areas of the modern world. They help simplify
and understand complex data sets, making it easier for researchers and professionals to
draw meaningful conclusions and make informed decisions.

One area where VGs have proven particularly useful is finance. In this field, VGs
are used to analyze time series in the stock market, allowing investors to track historical
market events and make predictions about future trends [99]. For example, VGs have
been used to analyze gold prices to help investors identify patterns and make informed
decisions about the right time to buy or sell [46].

In biology, VGs are used to study the behavior of neurons, the dynamics of recurrent
neural networks [12], and to decipher brain states [98]. This tool has proven important in
helping researchers understand complex neural processes and develop new treatments for
neurological disorders.

Science is another area where VGs have proven useful. Weather stations, for example,
use VGs to analyze wind speeds [65], and other weather patterns to help predict storms and
other severe weather events. In Italy, VGs have been used to analyze chronic obstructive
pulmonary disease, which is allegedly related to pollution in the northeast of the country
[5].

In the health sector, VGs have been used to analyze the spread of infectious diseases
in different geographic regions. By analyzing data on the number of new cases, hospital-
izations, and deaths [61], researchers can make predictions about future outbreaks and

develop strategies to contain them. During the COVID-19 pandemic, VGs were used in
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Greece to analyze the impact of COVID-19 control measures and help policymakers make
informed decisions about public health policies [84].

VGs can also be applied in the blockchain field. As blockchain technology becomes
more prevalent, it is important to understand the risks associated with various implemen-
tations. VGs can be used to evaluate blockchain implementations by analyzing intentional
risks characterized by market volatility [64].

While VGs are a valuable tool for analyzing time series data, also HVGs offer unique
benefits in more specific cases. HVGs, share many of the same potential applications as
VGs but are particularly useful when the direction of events is irrelevant. One of the
main differences between VGs and HVGs is how the edges are defined. In VGs, the edges
are directed and connect each point in the time series to the next point in the sequence.
This creates a linear structure that can be used to analyze trends, patterns, and other
features of the data. In contrast, HVGs have bidirectional edges connecting each point
to all previous and subsequent points that are visible from that same point. Since edges
in HVGs do not have a specific direction, they represent mutual visibility between points
rather than a specific causal relationship. This unique characteristic of HVGs makes them
particularly suitable for analyzing time series data where the direction of events is not
a primary concern. For example, HVGs can be used to identify network structures or
patterns in data from a complex system like the stock market ([85]). In these cases, the
emphasis is on identifying relationships between data points rather than understanding
the causal mechanisms that drive these relationships.

Graphically, as can be seen in Figure 2.14, HVGs are identical to VGs. Only the
connection between the nodes is made in both directions.

In summary, VGs and HVGs are powerful tools that can be used in many areas of the
modern world. From finance to biology, science, health, and blockchain, VGs can help
researchers and professionals make informed decisions and draw meaningful conclusions
from complex data sets. As technology continues to advance, VGs and HVGs are likely to

become even more important.
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Related Work

This related work is divided into two parts: the feature selection stage in ML and
DoS attacks and their detection. In the first part, the existing ML types are presented
and explained, and works in the area of feature selection are enumerated and detailed.
In the second part, different types of DoS and DDoS attack detection strategies are also
described.

3.1 ML feature selection

The use of ML to detect and prevent cyberattacks has become increasingly important
in recent years, through its application in several studies [18, 66]. ML involves the use of
models designed to extract insights from data and make informed decisions and predictions
based on the analysis of input data using various algorithms.

One of the most important steps in the machine learning process is data collection.
Collecting high-quality data is critical to algorithm performance once it ensures the model
has access to a variety of data points that can be used to make accurate predictions. This
data can be collected from a variety of sources, such as user behavior logs, network traffic
data, and system logs [73].

Once the data has been collected, the next step in the ML process is data processing.
This step plays an important role in data cleaning, transformation, and normalization.
Data cleaning involves identifying and removing any outliers or anomalies in the data,

which can negatively impact model accuracy. Data transformation involves converting
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the data into a format that can be easily analyzed by the model. This step also includes
normalizing the data to ensure all variables are on the same scale, which helps improve
model accuracy [38].

After data processing, the data is divided into training and testing groups. Training
data is used to train the model while testing data is used to evaluate the model’s perfor-
mance. This step is critical to ensure that the model accurately predicts cyberattacks and
does not just memorize patterns in the training data [13].

Once the testing process is complete, the appropriate algorithm is applied to make
predictions and/or decisions based on the data. There are a variety of algorithms that can
be used in ML, including decision trees, support vector machines, and neural networks.
The choice of algorithm depends on the specific use case and the type of data being
analyzed [29]. For instance, decision trees are often used in cases where the data is
structured and the result is binary (yes or no). Support vector machines, on the other
hand, are often used in cases where data cannot be divided into two distinct groups.
Neural networks are often used in cases where data is unstructured, such as image or voice
recognition.

In addition to data collection, processing, and training, continuous model evaluation,
and improvement are also essential in the ML process. As new cyberattack techniques
emerge, the model must be continually updated and refined to remain effective. Overall,
the use of ML in detecting and preventing cyberattacks is a rapidly evolving field that
requires continuous research and development. As the threat of cyber attacks continues
to grow.

In ML, the ability to accurately predict outcomes based on large data sets has become
a critical component of many industries. To achieve this, models are developed that can
analyze and extract patterns or relationships from data sets. However, the effectiveness
of these models depends on their ability to make accurate predictions, and this is where
the importance of testing and algorithm selection comes into play.

ML can be categorized into different types of learning: Supervised Learning (SL),
Unsupervised Learning, Semi-Supervised Learning, and Reinforcement Learning [30], as
shown in Table 3.1. Among these types, SL stands out as the most widely used form of

ML [60]. SL consists of learning from labeled data, in other words, the algorithm learns
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from a labeled dataset where each input data point is associated with a corresponding
output value. Once trained, the algorithm can make predictions or classifications as new

input data is input.

Table 3.1: Types of ML

Supervised | Unsupervised | Semi-Supervised | Reinforcement
A mix of
supervised and An interactive
unsupervised form of learning
Used when Used when
learning. Only that focuses on
the data is the data is not
part of the data decision making
labeled and is | labeled. It
provided has and strategy
Info best for focuses on
labels or results determination.
classification looking for
It is useful For each action
and prediction | patterns in the
when labels are performed, the
tasks data itself
difficult or machine receives
expensive to feedback
obtain
Extraction of
Usage Fraud Medical Complex decision
association
examples | detection prediction problems
rules

Several algorithms can be used in the training and testing phase of SL, each with
its advantages and limitations. For example, the Support Vector Machine classifies the
data and can solve classification and regression problems with high accuracy [21]. Linear
regression predicts a continuous numerical value. Logistic regression is used in binary
classification tasks. Naive Bayes classifies the input data as text [54]. Linear Discriminant
Analysis aims to maximize separation between classes and reduce dimensions [26]. De-
cision Trees classify and generate decision rules [58]. The N-Nearest Neighbor algorithm
sorts data when the decision boundary is nonlinear [22]. Perceptron multilayer neural net-

works recognize patterns when learning complex patterns in speech and image processing
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applications [69]. Similarity learning understands the relationships between instances in
a dataset [56, 57, 28]. There are multiple ML algorithms [4].

Feature Selection is a step of SL data processing in which the best features of the model
are selected to achieve the best performance in the validation set. Different techniques can
be used for feature selection, such as grid search, random search, Bayesian optimization,
correlation analysis, and recursive feature elimination [27, 35, 1]. Grid search is a simple
but computationally intensive method that exhaustively searches all possible combinations
of the best features within a predefined range. Random search is a faster and more efficient
method that randomly draws the best features from a predefined distribution. Bayesian
optimization is a more advanced method that uses probabilistic models to efficiently search
for the best features that lead to the best possible model performance [11, 74, 24]. The
goal of this step is to identify the ideal set of features that promotes the best model
performance in terms of both speed and quality.

In recent years, several works have sought to find the best ways to detect the best
features. Man et al. [48] proposed a study on feature selection in ML and the stability
of selected features about the intrinsic randomness of feature selection algorithms. When
applied to random forests, the authors proposed a stability metric called instability index
to compare the stability of three feature selection algorithms (Mean Decrease Accuracy
(MDA), Local Interpretable Model-agnostic explanations (LIME), and SHapley Additive
exPlanations (SHAP)). MDA is a technique that focuses on evaluating the stability of
ML models concerning variation in input data, and LIME is an approach that aims to
explain ML models at a local level by focusing on explaining a model’s prediction for
instance-specific data. Typically, features are selected by averaging many random itera-
tions of a selection algorithm. Although the variability of the chosen features decreases
as the number of iterations increases, it does not reach zero, and the features selected
by the three algorithms do not necessarily converge to the same set. LIME and SHAP
are considered more stable than MDA, and LIME is at least as stable as SHAP for the
top-ranked features. However, according to the authors, the selected set of features of
the three algorithms significantly improves several out-of-sample predictive metrics, and
their predictive performance does not differ significantly. Related to the same topic, a

work developed by Sun et al. [79] proposes a new method, which combines the ReliefF
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algorithm with neighborhood information measures. First, the method evaluates differ-
ences between similar and heterogeneous samples using difference coefficients and mean
distance, allowing for more effective sample selection. It then introduces the concept of
sample margin and neighborhood for all models under each label, incorporating uncer-
tainty measures based on neighborhood entropy, and to finish, an improved algorithm
ML-ReliefF is designed to eliminate unrelated features and a direct algorithm Multi-label
feature selection improves classification performance. Still related to ML-ReliefF, a study
by Spolaor et al. [76] presents a new multi-label feature selection algorithm, which ex-
tends the single-label feature selection algorithm ReliefF. RF-ML considers interactions
between attributes without needing data transformation, and according to the authors,
experiments show that RF-ML outperforms methods that transform multi-label data into
a single label, highlighting relevant characteristics more frequently.

Existing feature selection techniques, although valuable and play a crucial role in re-
ducing the dimensionality of high-dimensional datasets, are not perfect and face some
limitations. Firstly, the choice of which feature selection technique to apply largely de-
pends on the specific nature of the dataset and the problem at hand, which makes it
difficult to determine a universally superior approach. Furthermore, these techniques of-
ten rely on underlying assumptions, such as independence between resources or linearity
of relationships, which may not be valid in all cases. Moreover, feature selection can be
computationally intensive, especially when dealing with large datasets or many features.
This can make feature selection techniques impractical in some scenarios due to the time
and computational resources required. Furthermore, feature selection can lead to the
loss of relevant information since discarded features may contain helpful information in
combination with other features.

Considering cyber attacks, ML allows detection systems to learn patterns from histor-
ical data and identify anomalous activities. Therefore, feature selection is the phase that
identifies the most relevant attributes for detecting attacks, which helps to improve the
detection model’s efficiency and effectiveness, reduce the data’s dimensionality, and avoid
including irrelevant or redundant features.

VGs can be a good option to mitigate many of these feature selection problems. In

addition to being visual and easily readable, they do not require high computational
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resources to present reliable results, and there is no loss of information.

3.2 DoS and DDoS attacks detection

Identifying DoS and DDoS attacks is a crucial aspect of defending against cyber threats
undermining online services’ availability and integrity. As these attacks become more
complex and sophisticated, the importance of advanced detection strategies also increases.
Therefore, novel and diverse approaches and techniques have been developed to detect DoS
and DDoS attacks.

In a study conducted by Carl et al. [14], the authors discuss various techniques for de-
tecting DoS attacks and the challenges associated with identifying network-based flooding
attacks. These techniques include activity profiling, change point detection, and wavelet-
based signal analysis. Although each method shows promise in limited testing, none
entirely solves the problem of detecting flood attacks. The study suggests combining mul-
tiple approaches and collaborating with networking experts can yield the best results in
successfully identifying DoS flood attacks.

Zhiyuan et al. propose a DoS attack detection system based on Multivariate Corre-
lation Analysis (MCA) to accurately characterize network traffic, identifying geometric
correlations between traffic features [80]. DoS attack detection is accomplished through
anomaly detection, enabling effective identification of known and unknown attacks while
learning only legitimate network traffic patterns. Furthermore, a triangular area-based
technique is presented to improve the MCA process. System evaluation is performed
using the KDD Cup 99 dataset, demonstrating that it outperforms other approaches in
terms of detection accuracy. Briefly, this paper introduced an MCA-based DoS attack
detection system enhanced with triangular area technique and anomaly detection. Evalu-
ations show the system achieves high precision when working with non-normalized data,
although it has challenges with certain types of attacks. However, statistical normalization
solves this problem, resulting in even greater accuracy. In another article published by the
same author [81], the research proposes using multivariate correlation analysis to extract
second-order statistics from network traffic records, revealing hidden correlative informa-

tion between resources. This hidden information is leveraged to improve the accuracy of
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DoS attack detection significantly. The KDD CUP 99 dataset evaluation demonstrates
promising results, with an average detection rate of 99.96% and a false positive rate of
2.08%. This highlights the effectiveness of the proposed approach in protecting the relia-
bility and availability of network services against DoS threats.

Iftikhar et al. present an approach to analyzing DoS attacks using a supervised neural
network [2]. The methodology utilizes data from the Kddcup99 dataset and employs a
multi-layer perceptron architecture and resilient backpropagation algorithm for training
and testing. The system’s performance is compared to other neural network approaches,
demonstrating higher accuracy in detection rate. The study evaluates the system through
two stages of testing, showing high detection rates for various types of DoS attacks, par-
ticularly denial-of-service attacks. The research aims to increase the attack detection rate
while minimizing false positive and false negative rates.

Zhiyuan et al. propose an approach that treats network traffic records as images
and DoS attack detection as a computer vision problem [82]. The system achieves high
detection accuracy by utilizing MCA and the Earth Mover’s Distance (EMD) metric, even
for unknown attacks. Tests on the KDD Cup 99 and ISCX 2012 IDS Evaluation datasets
demonstrate impressive detection rates. The authors emphasize the precise network traffic
characterization and high accuracy in detecting attacks, outperforming state-of-the-art
approaches. The system is also capable of handling high-speed network segments.

Haining et al. introduce a DoS attack detection mechanism called Change Point Moni-
toring (CPM) [88]. CPM is based on network protocol behavior and uses sequential change
point detection, making it robust and applicable to diverse scenarios. It employs the non-
parametric cumulative sum (CUSUM) method to ensure traffic and location variations
insensitivity. CPM does not require per-flow state information and has low computational
overhead. The study evaluates the effectiveness of CPM in detecting SYN flood attacks,
demonstrating high accuracy and short detection time. CPM is particularly useful in
scenarios with multihomed networks.

Bawany et al. explore Software-defined networking (SDN)-based solutions to address
the challenges of DDoS attacks [8]. They classify and analyze existing solutions, highlight-
ing their limitations in application-specific detection. Based on this analysis, the authors

propose ”ProDefense”, a framework incorporating application-specific traffic threshold
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criteria, enabling personalized DDoS attack detection. ProDefense adopts a distributed
controller platform to improve scalability and resilience. The paper emphasizes the need
for customizable detection and a distributed approach to mitigating DDoS attacks, as
existing solutions are not universally effective.

Mittal et al. review the current literature on detecting DDoS attacks using Deep Learn-
ing (DL) approaches [55]. They categorize DL-based DDoS attack detection approaches
into five categories and analyze their prevalence in the literature. The study acknowledges
the high performance observed in many studies but highlights the challenges in direct
comparison between approaches due to variability in datasets, experimental settings, and
performance metrics. The lack of evaluations in production and real-time environments is
also a limitation. The authors stress the need for standardization and more comprehensive
assessments to ensure the security of online systems.

Keunsoo et al. propose a method for proactive detection of DDoS attacks using cluster
analysis [43]. The technique analyzes the phases of a DDoS attack, selects variables
based on these phases’ characteristics, and applies cluster analysis to detect the attack
early. Evaluation results show that the method effectively partitions traffic into groups
corresponding to different stages of the DDoS attack, enabling early detection. The authors
highlight the selection of parameters sensitive to the attack’s phases and the application
of cluster analysis as crucial factors in detecting precursors of DDoS attacks. The method
is considered easy to implement and can aid in developing defense mechanisms against
these attacks.

Feinstein et al. present a proposal that utilizes entropy calculation and frequency-
ordered distributions of selected packet attributes to identify anomalies in DDoS attack
characteristics [25]. Evaluation results using real-time traffic data demonstrate the effec-
tiveness of these methods against current attacks while indicating room for improvement
in detecting stealthier attacks. The developed detector prototype can determine whether
a network is under attack and implement precise filtering rules, reducing the impact of the
attack almost instantly. The system is adaptable to different network environments with
minimal manual tuning, making it a practical solution against existing DDoS tools. How-
ever, further techniques are explored to enhance defense against future, more sophisticated

attacks.
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Yang et al. propose an AutoEncoder-based detection framework that builds the de-
tection model using only normal traffic and can automatically update itself over time
[95]. Experiment results on diverse datasets demonstrate that the proposed framework
achieves better detection rates and can detect new and unknown DDoS attacks that chal-
lenge supervised machine learning algorithms. The authors acknowledge the promise of the
framework but also highlight concerns that need further investigation, such as continuous
updates to make the model more robust, resistance to poisoning attacks, and deployment
in DDoS threat signaling environments with multiple intelligent agents.

Although promising, the DoS and DDoS attack detection techniques listed in section
3.2 are not entirely reliable due to several challenges intrinsic to this field of cybersecu-
rity. First, the constant evolution of tactics attackers use makes it difficult for traditional
detection techniques to keep up. Attackers are constantly looking for new ways to hide
their activities and create more sophisticated DDoS attacks, which can result in inade-
quate detection techniques to identify new attack methods. Additionally, signature-based
detection techniques, which look for specific traffic behaviors associated with known at-
tacks, can generate false positives when legitimate traffic resembles an attack, generating
false alerts and making it more difficult to distinguish true threats. Another problem is
the ability of attackers to carry out stealth attacks that resemble normal traffic, making
them almost indistinguishable from traditional detection techniques. This means these
approaches may fail to detect more subtle attacks that seek to avoid detection. Addition-
ally, traditional detection techniques often rely on historical data and behavior models
that may not apply to emerging and unknown threats. Anomaly-based detection, for ex-
ample, may not be effective in detecting DDoS attacks that have not yet been observed.
In summary, although DoS and DDoS attack detection techniques have advanced over the
years, they could be more foolproof. The constant evolution of cyber threats, the ability
of attackers to evade detection, and the limitations of traditional approaches highlight
the continued need for research and development of more robust and adaptable methods
to protect networks against these threats. In this way, the use of VGs meets a current
requirement, as through them, it is possible to detect a denial of service attack through
the differences and analysis of patterns generated by benign and malignant traffic.

In summary, VGs can help select features in a scenario where ML is used, but they
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can also completely replace the use of ML through their data representation capabilities.
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Using VGs for ML Features

Selection

This chapter describes how VGs can be used to select the best features to use in ML,
for instance, to detect DDoS attacks. Different tools that perform this task are compared,

a use case is depicted, and the results obtained by using VGs are presented.

4.1 Context

Feature selection plays a fundamental role in the data preparation phase of SL. The
goal is to select the best features for more reliable and optimized results. The current work
explores VGs to identify the most relevant features to enable monitored ML based IDS
to detect DoS/DDoS attacks. Figure 4.1 presents the steps used in ML [23, 40], detailing

the phase in which the VGs are applied.

Data Pre-processing

Feature Selection

Traditional Techniques
Data | Data Data Dimensionality N Data Division Algorithm
Collect | Cleanup CLER| Transformation Reduction "] (Training and Test) Application
Visibility | 282 =

Graphs /\/\/

Figure 4.1: ML stages using VGs in Feature Selection.

As explained in Section 3.1, the feature selection can be performed using different
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techniques. Table 4.1 contains information on the traditional techniques as its comparison
to the VGs presented in Chapter 3, showing their potential and usefulness for feature
selection in Supervised ML. For instance, the Grid Search technique is the most straight-
forward, the Random Search technique is an iterative but uninformed search, and the
Bayesian Optimization uses probabilistic feature selection. At the same time, VGs is a

non-iterative and uninformed search, fast, visual, and with low computing requirements.

Table 4.1: Comparison between supervised ML feature selection techniques, including
VG proposal

Techniques Properties

The most simple and straightforward
Non-iterative and uninformed search method
Grid Search Computationally demanding

Exhaustive exploration

All possible feature combinations

Iterative but uninformed search method
Random sampling

Random Search
Reduced computational costs

Good feature discovery probability

Iterative and informed search method
Probabilistic feature selection

Bayesian Optimization
Based on utility

Maximises efficiency

Non-iterative and uninformed search

o Fast, visual and with low computing requirements
Visibility Graphs
No probability work required

Alternative to traditional methods

4.2 Use Case

A study conducted by Sarcevic et al. in 2022 [70] looks at using ML resources in combi-

nation with explainable Artificial Intelligence (Al) to classify network traffic. Explainable
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Artificial Intelligence (XAI), also known as Interpretable AI, uses white-box ML where
the reasoning process can be described and understood by humans. This is in contrast to
black-box algorithms, where the decision-making process is less transparent.

In this specific study, the authors used the approach called SHAP to calculate the
individual contributions of each resource used in an ”if-then” decision tree. This technique,
based on game theory, is intended to provide a deeper understanding of how each feature
affects the overall performance of the ML model. More specifically, the method SHAP
evaluates the importance of each feature and indicates the extent to which it affects the
overall predictions of the model [49].

The research conducted by Sarcevic et al. aims to identify ML features that are effective
in detecting DoS/DDoS attacks. This investigation is supported by Table 4.2, where the
most relevant features in the detection of DoS/DDoS traffic are presented, enumerated
by the research by Sarcevic et al.. The Table 4.2 presents four features, ”Init Win bytes
forward” represents the initial size of the amount of data transmitted, ”Flow IAT Mean”
measures the average interval between successive chunks of data in a flow continuous on
the network, the ”Destination Port” is the destination port number of the requests and
the "Min Seg Size Forward” determines the minimum size of chunks of data divided for
transmission on the network. With this in mind, one of the contributions of this thesis
is to validate the effectiveness of the ML resources identified by Sarcevic et al. using an
alternative and easily implementable approach called VGs.

Table 4.2: The most effective ML features for identifying DoS and DDoS attacks,
according to [70].

No. | Feature Description

The initial opening size controls the quantity of data
1 Init Win bytes forward

transmitted on the network.

The interval between successive pieces of data in a
2 Flow IAT Mean

continuous stream on the network.

A number indicating which service should receive the
3 | Destination Port

data upon arrival at its destination.
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The smallest size of data chunks that are divided for
4 Min Seg Size Forward

transmission over the network.

To illustrate the practical application, this research employs the DDoS application layer
dataset accessible in Kaggle [91]. This dataset comprises network logs that describe both
benign and malignant traffic. It has 77 resource columns and 1 target column, formatted
in csv. Details of the dataset columns can be found in Appendix A. Each entry corresponds
to a network packet, accompanied by an associated label. This label distinguishes the type

of traffic into three categories:

e Slow loris DDoS: can be described as the IP network traffic that is present in an
attack, where multiple TCP connections are opened towards a target and kept open
for an indefinite period. These open connections are used to repeatedly make HTTP

requests, resulting in a DDoS attack [72].

e Hulk DDoS: It is typically an attack that spoofs the UserAgent field and sends a
large volume of HT'TP GET requests, which are agnostic to the target and therefore

help to make the attack go unnoticed [7].

e Benign Traffic: Refers to IP network traffic that does not contain any DoS or
DDoS attacks.

The analysis carried out with the proposed dataset focuses on how VGs can help in
selecting the best input features for ML algorithms to detect DDoS attacks.

The Table 4.3 presents four of the best features to detect DDoS attacks. This is based
on the study by Sarcevic et al. [70] through the description of the usefulness of the selected
features, as well as, relevant information that discriminates each of the features for a better

understanding of the results.
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Table 4.3: Features analyzed by the VGs.

No. | Feature

Info

1 Init Win bytes forward

High values (and many edges) of this feature and
destination port equal to 80 indicate benign traffic,
however low values (close to 0 and no edges)

indicate DDoS attacks.

2 Flow IAT Mean

High values of this feature indicate DDoS attacks,

lower values indicate benign traffic.

3 Destination Port

Main feature for classifying benign traffic and DDoS
traffic. The port value is constantly changing in
benign traffic (and there are many edges) while
traffic to only one port, typically port 80 (and only

a few edges) indicates DDoS attacks.

4 | Min Seg Size Forward

Changes in values (many edges) indicate a high
probability of benign traffic, while DDoS attack
traffic is not constant and does not present change

in its values (no edges).

The graphs presented in Figures 4.2, 4.3, 4.4 and 4.5 illustrate the VGs corresponding to
the features highlighted in Table 4.3. The graphs on the left side of the images correspond

to the graphical representation of benign network traffic, while those on the right side

depict the graphical representations of network traffic associated with DDoS attacks.

The comparison of 500 network packets originating from the Init Win bytes forward

feature is represented in Figure 4.2. This feature refers to the number of bytes in the

initial send time window. The left side of the graph relates to benign network traffic,

while the right side refers to traffic resulting from a DDoS attack. The graphs show that

the maximum value of this feature for benign traffic is 65,535, while for malicious traffic, it

is zero. Furthermore, the number of edges in the benign traffic graph is much larger than
in the attack traffic graph, demonstrating the usefulness of this feature in distinguishing

between the two types of traffic.
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Figure 4.2: VGs Comparison Results - Init Win Bytes Forward feature.

The comparison of 500 network packets originating from the Flow IAT Mean feature
is represented in Figure 4.3. Displays the average interarrival time of network flows in
both directions. The left side of the graph refers to benign network traffic, while the right
side refers to traffic resulting from a DDoS attack. The maximum value of this feature is
considerably higher in the case of a DDoS attack (120,000,000) than in the case of benign
traffic (64,067,751). Although the differentiation in this case is quantitative and not visual,

it still allows differentiation between the two types of traffic.

120x10"6 -

64x10°64

Flow_IAT_Mean

Flow_IAT_Mean

0 Number of Packets 499 0 ‘ Number of Packets 499
Figure 4.3: VGs Comparison Results - Flow IAT Mean feature.

The comparison of 500 network packets originating from the Destination Port feature
is represented in Figure 4.4. The left side of the graph refers to benign network traffic,

while the right side refers to traffic resulting from a DDoS attack. The graph remains
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unchanged during a DDoS attack, taking into account the traditional HTTP port, port
80, while port numbers change frequently in benign traffic. Furthermore, the number of
edges in the case of benign traffic is consequently more significant than in the case of
DDoS attack traffic. This result confirms this functionality’s usefulness in distinguishing

between the two types of traffic: benign and DDoS.

!ln Ll

65116
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Number of Packets 499 o Number of Packets 499

80

Figure 4.4: VGs Comparison Results - Destination port feature.

The comparison of 500 network packets originating from the Min Seg Size Forward
feature is represented in Figure 4.5. Indicates the minimum IP network packet segment
size. The left side of the graph refers to benign network traffic, while the right side refers
to traffic resulting from a DDoS attack. Although this feature is good for distinguishing
between DoS and DDoS attacks, according to Sarcevic et al. [70], this use case is also
helpful for discriminating between DDoS traffic and benign traffic. The minimum and
maximum values differ in both types of traffic, but the number of edges is more significant
in benign traffic than in the DDoS attack. Therefore, this result suggests that this feature
can also differentiate the two types of traffic.

Visibility patterns generated by benign network traffic and DDoS were analyzed in this
study. The findings, as summarized in Figures 4.2, 4.3, 4.4, 4.5 and Table 4.3, demonstrate
the effectiveness of using VGs to identify relevant features for supervised ML models.
The study hypothesis is confirmed by the results, which show that VGs can differentiate
between benign network traffic and DDoS attacks. Therefore, it is possible to say that

using VGs can obtain the same results as traditional feature selection techniques.
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Figure 4.5: VGs Comparison Results - Min Seg Size Forward feature.

Within the scope of the study carried out, it was found that the process of creating
a VG for a given set of data depended on the number of packages analyzed. This was
observed through the analysis of several datasets and it was found that there is a linear
relationship between the number of packets and the computation time required to generate
the corresponding VG. This relationship is illustrated in Figure 4.6, which shows direct
proportionality between dataset size and computational requirements.
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Figure 4.6: Time spent plotting a VG
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4.3 Implementation

To achieve the expected results in the use case, a pipeline was created using the Python

programming language (see Figure 4.7)!.

1. The first step of the process, presented in Listing 4.1, loads the dataset that con-

[
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sists of network events. These records contain information from both benign and
malicious nodes based on HTTP communication. In this case, the dataset, once
loaded, is grouped by the value of the ”Label” column, which identifies whether it
is a benign or malicious network packet. After that, it creates a CSV file for each

type of traffic.

# Read the CSV file

df = pd.read_csv(’logs/test_mosaic.csv’)

# Group the rows by the value of the ’Label’ column

grouped = df.groupby(’Label”)

# Save each type to a separate CSV file
for name, group in grouped:

group.to_csv (f’{name}.csv’, index=False)

Listing 4.1: First Step - ML Features Selection using VGs

. Next, as presented in Listing 4.2, the data goes through a filtering phase in which the

relevant feature is selected. This feature forms the basis for the creation of a VGs.
Before moving on, the data is cleaned and optimized. If the selected feature consists
of categorical values, it is automatically converted to numeric values so that it can be
processed efficiently. This conversion is performed using the LabelEncoder function
from the Python library sklearn. preprocessing. It involves identifying the columns
with categorical or object data types and then traversing 