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Introduction
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RISK
Combination of the probability of an event
and its negative consequences

HAZARDS CONSEQUENCES FOR SOCIETY
The impact or outcome if the hazard
causes harm in human life, property,
environment, and economic activities

Sources/situations with the
potential to cause harm

(e.g., injury, damage, loss) ),
V% GREENDT



with a severity/intensity
HAZA R DS and a probability of occurrence

@

Vulnerability

Climate-related hazards Other hazards (geological,,
Including slow-onset processes environmental, biological,
and trends chemical, technical, societal)
Other underlying Other underlying
risk drivers Potential direct risk drivers
physical impacts
Exposure Vulnerability
of people or goods
Ecosystems ng |
Physical assets
People + Potential indirect Lack of capacity to
livelihoods impacts prepare, prevent,
Sectors and cope or adapt
systems

Potential for adverse
consequences for human or
ecological systems

Risk

6“)
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Risk assessment

Definition Purpose

: : : Provides a structured framework for analyze the
Risk assessment is a systematic process of

identifying and evaluating potential hazards and probability and - consequences of adverse events,

: : : enabling organizations to prioritize resources,
their associated consequences to human life,

: : implement mitigation _measures, and develop
property, environment, and economic activities.

effective emergency response plans.

Scope

Natural hazards: earthquakes, floods, hurricanes, extreme temperature events, etc.
Technological hazards: industrial accidents, structural failure, toxic waste release, cyber hazard, etc.

Societal Hazards: disinformation, organized crime, governance failure, geopolitical hazards, etc.
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Key Stakeholders in Risk Assessment

Government Agencies Private Industry Insurance Industry

Federal, state, and local government Companies use risk assessment for Insurance companies use risk
agencies use risk assessment for for operational safety, environmental assessment to evaluate exposure, set
decision-making, emergency planning, environmental compliance, exposure, set premiums, and

land use planning, and resource insurance purposes, and business develop risk transfer products.
allocation. business continuity planning.

International Organizations Academic Institutions

Organizations such as the United Nations, World Bank, and Universities and research organizations develop new
various professional societies promote standardization and new methodologies, conduct fundamental research, and
best practices in risk assessment globally. and provide training in risk assessment techniques.
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Historical Development of Risk Assessment

1960s-1970s

The development of probabilistic risk assessment (PRA)
Developed rudimentary approaches to in the nuclear industry marked a significant milestone.
managing natural disasters and The Reactor Safety Study (WASH-1400) established

Ancient Civilizations

human-made hazards many fundamental principles still used today.

Mid-20th Century 1990s-2000s

Modern risk assessment emerged, driven by the Integration of GIS, remote sensing

need to address increasingly complex technologies, and advanced computational
technological systems and growing environmental models assessment capabilities

and safety concerns

\4 GREENDT



02

Multi-Hazard Inventory
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Natural Hazards

Geological Hazards Meteorological & Hydrological Hazards
> sudden onset and potential for widespread impact > increasingly influenced by climate change
« Earthquakes «  Wildfires
* Volcanic eruptions * Hurricanes and tornadoes
« Landslides « Severe thunderstorms
* Tsunamis * Floods and droughts

* Ground subsidence « Extreme temperature events




World Meteorological Organization EC-76/Doc. 3.1(11)
EXECUTIVE COUNCIL Submitted by:

Natural Hazards

WEATHER CLIMATE WATER

Seventy-Sixth Session Chair
27 February to 3 March 2023, Geneva 28.11.2023
APPROVED

Event record
Event Type
@ DYOeT Event Identifier (UUID)
Originator
Flond Record creation Event Loss & DBI"I"IEISE
Community
Event start Databasa Database

Heat wave

Event end

=

L

Event type

Cold wave

3b3a30ec-0313-445d-8186- TachBaaT ebee Spatial area

Hazard specification

Event Description

Event linkage

Status
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Disaster Tracking System

DATA ECOSYSTEM

(encompassing data producers, users and governance processes to collect and use the data)

Disaster Tracking System Data Model

Core data elements

K

OUTPUTS

used by Data Users

Core data to be collected through DTS

H (
HAZARDOUS EVENT LOSSES & DAMAGES STATISTICS

=V aS A e By 8 & "~

Triggering physical ' Recording the
phenomena and cascades event effects

Dashboards

Reports

(Context and Reference lnformatlon)

l Multidimensional Vulnerabilities |
l Exposure I
Data Producers

Those who collect the losses and damages
N //

s

Statistical
Tables

Graphs
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Technological Hazards

lad

b
R

[

Industrial accidents
Nuclear/radiological

Fires (human-caused)
Transportation accidents
Autonomous system failure
Structural failure
Hazardous materials

Power or utility failures

Oil and gas accidents
Cyber hazards

Al in critical systems

Chemical spills, gas leaks, explosions

Reactor meltdowns, radioactive material leaks

Industrial fires, electrical fires

Train derailments, plane crashes, shipwrecks

Self-driving cars misinterpreting road signs or pedestrians
Dam collapses, bridge failures, building collapse

Toxic waste release, flammable storage facility fires

Grid blackouts, water supply disruptions

Pipeline rupture, offshore oil rig explosion

Infrastructure hacking (e.g. power grid, water systems)

Malfunction in Al controlling power grids or healthcare devices
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HAZOP Methodology

A structured methodology for identifying potential HAZards and O Perability problems in industrial processes.

Originally developed for the chemical industry, it has been adapted for use in various other industries.

Divide section

into study nodes Node definition - Dividing the process into
,], manageable study nodes, each representing a specific
piece of equipment or process step.

»| Select a study node |[€———

v

Apply all relevant

Deviation Analysis - Systematically examining each
node using guide words that represent potential

Record consequences combinations of guide- deviations from design intent (NO, MORE, LESS, AS
S?J”d causes and VES words and parameters. NO WELL AS, PART OF, REVERSE, OTHER THAN).
ggest remedies Any hazards or

: operating problems?
Documentation,and Follow-up

. l NOT S U R E Guide Word Meaning Example with Flow
/ / NO Complete negation of the design intent No flow when flow is intended
e Need more
" " MORE Quantitative increase Higher flow rate than intended
information ¢

LESS Quantitative decrease Lower flow rate than intended

AS WELL AS Qualitative modification/increase Additional substances in the flow

HAZOP report



Hazard Interaction

/I

Triggering Relationships
<Y

One hazard event
triggers another, such as
earthquakes triggering
landslides or volcanic
eruptions triggering

&

tsunamis.
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Cascading Effects

A sequence of failures that propagate

through interconnected systems, such as an
earthquake damaging power systems, which
affects water treatment and communications.

Compound Events

Simultaneous or sequential occurrence of
multiple hazards with greater combined
impacts than the sum of individual impacts,
such as hurricanes producing both wind
damage and flooding.



Multi-Hazard Integration

Natech (Natural Hazard Triggering Technological Disasters) Events

Natech events occur when natural hazards trigger technological accidents, creating compound disasters
with potentially severe consequences. These events highlight the importance of considering natural

hazards in the design and operation of technological systems.

Historical Examples

* Fukushima nuclear accident (2011): * Hurricane Katrina (2005):
Triggered by the Tohoku earthquake and tsunami Multiple industrial accidents along the Gulf Coast
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Multi-Hazard Integration

Common Risk Metrics Integrated Modeling Platforms
Probabilistic approaches to characterize hazard:  Assessment methodologies combine:
> Frequency > Historical data analysis

> |Intensity > Multi-Physics modeling

> Spatial distribution > Remote sensing

Scenario-Based Approaches Portfolio Risk Management
Agent-Based Modeling - Simulates the Treats collections of assets or systems
behavior of individual agents (people, as portfolios and assesses total risk
organizations, systems) and their interactions considering correlations between

different hazards and locations.
Virtual and Augmented Reality -

visualize and communicate risk

information %%
\4 GREENDT



Multi-Hazard Early Warning Systems (MHEWS)

U N D R R United Nations Office for
Disaster Risk Reduction
Contribution of the pillars
to the MHEWS improvement

saster nowledge Detection, observations ito:;ls\g
Is)i : ri:l( k aih analysis and forecasting'o'?g:u i
tematically collect data RN
at‘\'g undertake risk assessments Develop hazard monitoring and
early warning services
. ::“ To hul;yds "::d e;:’m:‘?;:?mm Are the right parameters being monitored?
e What 'mu “tho patterns and t S ¢ s there a sound scientific basis for
these factors? c"‘:h"" b'“":,?. i
. - n accurate and timely warnings
*  Are risk maps and data widely available? be ge ™
s
Preparedness and response Warning dissemination and
capabilities communication
Build national and community Communicate risk information and
response capabilities early warnings
* Are response plans up to date and tested? * Do warnings reach all of those at risk?
* Are local capacities and knowledge made *  Are the risks and warnings understood?
use of? * Is the warning information clear and
* Are people preapred and ready to react to usable?
warnings?
@ Pillar 1: Disaster risk knowledge [G-5] . VAN s

@ PFillar 2: Detection observations, monitoring, analysis and forecasting [G-2]

(0 Pillar 3: Warning dissemination and communication [G-3]

\J/
1A
9 Pillar 4: Preparedness to respond [G-4] ‘\. GREENDT 18
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Multi-Hazard Early Warning Systems (MHEWS)

WY U N D R United Nations Office for
i Disaster Risk Reduction

@ UNDRR warnihgs

4 O for Drnmt

Global Status of Multi-Hazard
Early Warning Systems
2023

Sendai Framework Target G reported countries and areas

W Reported having MHEWS
Did not report/do not have MHEWS

\J/
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Life Cycle Impacts
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Life Cycle Assessment: ISO 14040/14044

LIFE CYCLE ASSESSMENT (LCA) is an increasingly important tool in ENVIRONMENTAL IMPACT MANAGEMENT

ISO 14040 and ISO 14044 provide detailed requirements for conducting an LCA. It includes specifications for
choosing impact categories, category indicators, and characterization models.

> A comprehensive view of the environmental impacts associated

STAGE with all stages of a product's life from raw material extraction to disposal.
BEYOND
THE
CONSTRUC- LIFECY-
PRODUCT TION MAINTAIN AND USE END OF LIFE CLE
Embodied Embodied Embodied - Operational Embodied Embodied
GHG (i
Emissions |||||
Extract Transport Manu- Transport Con- Use Mainte- Repair Replace- Refur- Energy Water Demol- Haul away Recycling Disposal Reuse/
raw o factory facture to site struct nance ment bishment Use Use ish the waste Recovery
matearials products the building materials
bullding
| A1 | A2 | a3 | Ad | As [Bi | B2 B6 | 87| c1[c2[csfca| D |

MO DU LE © New Bulldings Institute



Life Cycle Assessment: ISO 14040/14044

LCA helps to quantify the environmental pressures related to goods and services (products), the environmental

benefits, the trade-offs and areas for achieving improvements taking into account the full life cycle of the product.

LCA includes:

- Life-Cycle Inventory is the collection and analysis of environmental interventions data (e.g. emissions to e.g. air

and water, waste generation and resource consumption) which are associated with a product from the extraction of

raw materials through production and use to final disposal, including recycling, reuse, and energy recovery.

- Life-Cycle Impact Assessment is the estimation of indicators of the environmental pressures in terms of e.g.

climate change, summer smog, resource depletion, acidification, human health effects, etc. associated with the

environmental interventions attributable to the life-cycle of a product.

\4 GREENDT



Life Cycle Assessment: ISO 14040/14044

4 LCA
Methodology

phases

Goal and scope

LCI - Life Cycle Inventory

LCIA - Life Cycle Impact Assessment

roulmirss

e.g. LCA of a car
of typology X,
assuming a use for
Y years, produced
in country Z, ect.

For each stage of a product life
cycle (e.g. resource extraction,
manufacturing, use, etc.) data on
emissions into the environment
(e.g. CO,, benzene, organic
chemicals) and resources used
(e.g. metals, crude oil) are collected
in an inventory.

Each emission in the environment
and resource used are then
characterised in term of potential
impact in the LCIA, covering

a number of impact categories.

@ i S

CLIMATE CHANGE

ACIDIFICATION

PHOTOCHEMICAL
OZONE FORMATION

EUTROPHICATION

. Zl il

OZONE DEPLETION

oye

o}

L)

WATER
DEPLETION

LAND USE

ECOTOXICITY

HUMAN TOXICITY

i

- - - -
RESOURCE
DEPLETION

IONISING
RADIATION

Areas of protection

Human health
’ Ecosystem health

Natural resources

4

Interpretation

Cristobal-Garcia, J., Pant, R., Reale, F. and Sala, S., Life cycle assessment for the impact assessment of
policies, Publications Office, 2016, https://data.europa.eu/doi/10.2788/318544



https://data.europa.eu/doi/10.2788/318544

Life Cycle Assessment: ISO 14040/14044

Once the inventory data on the life cycle of product are compiled, the Life Cycle Impact Assessment (LCIA):

Steps

Example

Classification requires assigning the material/ energy inputs and outputs inventoried to the
relevant impact category.

During the classification phase, all inputs/ outputs
that result in emissions of greenhouse gasses
(e.g. CO,, methane, etc.) are assigned to the
climate change impact category.

Characterisation refers to the calculation of the magnitude of the contribution of each
classified input and output to their respective impact categories, and aggregation of the
contributions within each category. This is carried out by multiplying the inventoried values by
the relevant characterisation factor for each impact category considered. The characterisation

factors are substance- or resource-specific.

when calculating climate change impacts, all the
greenhouse gas emissions previously inventoried
in the LCI are weighted in terms of their impact
intensity relative to carbon dioxide (expressed as
kg of CO, equivalents).

Normalisation is the step in which the life cycle impact assessment results are multiplied by
normalisation factors to calculate and compare the magnitude of their contributions to the
impact categories, relatively to a reference unit. As a result, dimensionless, normalised results
are obtained.

In the Product Environmental Footprint (PEF) the
normalization factors are expressed as impact
per capita, based on a global value. For example,
the factor for climate change is 8.1-102 kg
CO,eq./person.

Weighting supports the interpretation and communication of the results of the analysis. In this
step, normalised results are multiplied by a set of weighting factors (in %) which reflect the
perceived relative importance of the life cycle impact categories considered. Weighted results
of different impact categories may then be compared to assess their relative importance. They
may also be aggregated across life cycle impact categories to obtain a single overall score.

The weighting factor in the Product
Environmental Footprint (PEF) for climate
change is about 21%, representing the relative
relevance of this impact compared to the other
categories.
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Life Cycle Assessment

All potential impacts should be considered as far as possible in a holistic and integrated manner.

The impact categories considered in LCA could shift in terms of spatial and temporal resolution.

19/0s 20004 CURRENT
p

= TIME

Cristobal-Garcia, J., Pant, R., Reale, F. and Sala, S., Life cycle assessment for the impact assessment of
policies, Publications Office, 2016, https://data.europa.eu/doi/10.2788/318544
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Life Cycle Assessment

THE THREE SPHERES OF SUSTAINABILITY

Life cycle thinking (LCT)

Life cycle sustainability
assessment (LCSA)

=N

Natural Resourc‘e Use ‘ . .
Environmental Management Environmental - Economic
&‘!mpfﬂgm'%,») Energy Efficiency

T Q1N WASEE . Subsidies / Incentives for

use of Natural Resources

Social - Environmental

Environmental Justice
Natural Resources Stewardship
Locally & Globally

.

Social life
cycle
assessment

(sLCA)

Life cycle
costing
(LCC)

Sustainability
Social Economic

Standard of Living Profit

Education Cost Savings

Community Economic Growth

Equal Opportunity Research &
Development

Other methodologies
accounting for all supply chain

Economic - Social

Business Ethics
Fair Trade
Worker’s Right

Cristobal-Garcia, J., Pant, R., Reale, F. and Sala, S., Life cycle assessment for the impact assessment of
policies, Publications Office, 2016, https://data.europa.eu/doi/10.2788/318544
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Life Cycle Assessment

Life cycle thinking (LCT)

Life cycle sustainability
assessment (LCSA)

Social life

cycle
assessment

Life cycle
costing

Other methodologies
accounting for all supply chain

Social costs

Environmental costs

aﬂ
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Life Cycle Cost (LCC):

GREENDT

Direct Costs - Estimates the cost of repairing or replacing

damaged buildings, infrastructure, and contents.

Indirect Economic Effects - Broader economic impacts,
such as reduced tourism, increased transportation costs,

and long-term changes in property values.

Business Interruption Analysis - Economic losses due to
business closures and reduced economic activity during

and after events.



Fault Tree Analysis (FTA)

Fault Tree Analysis is a deductive methodology that works backward from a specific undesired event (top event) to identify all

possible combinations of component failures and human errors that could cause the event. It provides a systematic approach for

understanding system failure mechanisms and quantifying system reliability.

Fire Protection

N System Fails to
A fault tree represents the causes of a specified Respond to a Fire

system failure mode in terms of the failure

modes of the system components.

) Fire Detection Water Deluge
types of result: qualitative and quantitative. Detect a Fire Activate

[ ]
Failure to Detect | | Failure to Detect Pump Nozzles
Smoke Heat Fails to Blocked
Start




Fault Tree Analysis (FTA)

Fault Tree Construction

= | Top Event Definition:

| Immediate Cause Identification

the top event

= | Logic Gate Application:

relationships between events

failures, human errors, or external events

Output event occurs if the
input event does not occur.

Symbol | Name Causal Relation

Q OR Output event occurs if at
least one of the input events
oceur.

Q AND Output event occurs if all
input events occur.

@ VOTE Output event occurs if at
least m of the input events
oceur.

PRIORITY Output event occurs if all

AND input events occur in
sequential order from
left to right.

X NOT

Clearly specifies the undesired event to be analyzed

Identifies all immediate causes that could directly lead to

Uses Boolean logic (AND/OR gates) to represent relationships

= | Basic Event Identification:|Continues decompaosition until reaching component failures,

Fire Protection
System Fails to
Respond to a Fire

4—— TOP Event

h OR Gate

Fire Detection
System Fails to
Detect a Fire

Intermediate
Event

h AND Gate
I

Failure to Detect

Smoke

Failure to Detect

Water Deluge
System Fails to
Activate

[ ]

Pump Nozzles
Fails to Blocked

Start
‘ <4—— Basic Event
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Organisation Environmental Footprint (OEF)

E.g.: The Organisation Environmental Footprint (OEF) is a Life Cycle Assessment (LCA) method

Phases of an OEF stud

Define the goal and scope of the
Organisation Environmental Footprint study

* Compile the Life Cycle
Inventory (LCI)

}V
4
p
>
b

Environmental Footprint

Verification
s Conduct Life Cycle
(%% B Impact Assessment (LCIA)
> . .
/ Interpretation and Reporting
30
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Organisation Environmental Footprint (OEF)

» Quantify the environmental impacts of organisations
» Builds on existing approaches and international standards
» Reduce the environmental impacts of organisations taking into account supply chain activities

> Detailed requirements for modelling the environmental impacts of the flows of materials and energy, and the

emissions and waste streams associated with the product portfolio

Downstream
activities

Organisation’s
Direct Activities

AR
EMISSIONS

Distribution

Services

Electricity & other
energy sources

Recycling,
Recovery




Faillure Mode and Effects Analysis (FI\/IEA)

= ranking phase

Systematic methodology for analyzing potential failure modes of system
components and their effects on system performance and safety.
It provides a structured approach for identifying and prioritizing potential failures et
and developing prevention and mitigation measures. -;""""::
As a team,
failure modes
by product and
process functions.
I
System Definition . = preliminary phase S e
. e = planning phase e ik
Failure Mode Identification 4 causes usig.
= cause and effect phase S e oy
. = rank ase centiies the comprehensive
Cause and Effect Analysis g pn : s =
= implementation phase . Bt
- hase existing SOD due to the
Risk Assessment W = sustaining p e to —
= |
= =
ek o e and s
appropriate. e
I
\J/ B = preliminary phase
A = planning phase
N4 GREENDT A

= implementation phase
B = sustaining phase



Failure Mode and Effects Analysis (FMEA)

Failure mode and effects analysis for tablet packaging

01
Failure

Mode Effects

Potertsal Tvpe, wap Nearive e¥erl

rorssited timg

OF [ (s 844 LNl
sy
&

$ ‘g;,_.

a0

Risk Priority Number (RPN) Calculation

RPN = Severity x Occurrence x Detection
Where each factor is rated on a scale from 1 to 10:

=  Severity: 1 (minor) to 10 (catastrophic)
=  Occurrence: 1 (very unlikely) to 10 (very likely)

» Detection: 1 (certain detection) to 10 (no detection)

z
: § =
: : i =
S B -
o 2 g
E 2 |z g [ B |5 1485 |3 £ g
g = = ° $ & |Es8..|8 B g -
S > 2 - SSou | o ~.§ g §0=
g s [5E 2 |z |s5833|3 58 gE2E
o = 5% g Q 82;5 - 50 s € R
g% . S3E |5 | & |3 |EzE=3|3 28w S n§55
S8 ® oS5 g @ "“s: §°- T23 =8 E 38
S s E3 % |e s g §§ggc L LR Zo 8g°E
o5 | §. |=882/s.| § |8y &gicz|BE ggg | s¥ | 225¢
£2 | S |25ms|sg| B |58/ SBZsR = sm: | 8% | s83f
2¢ | 3E |zgge|8f| op 55| SRE2eiB5) | BER | LE | ERi2
o~ ot =
EE | 25 |E5g%|25| % |28 Ezgaz|st £83 | S8 | £8%5
Provide
NS g Temperature
Burned Verification infrared X
Sealing/ Temp. too Wrong device
operator
Provide
Blister Temperature
Verification infrared \
Sealing/ | Temp.too | packnot | o |Wrong | o | oy 7 |78 temperature | M.Peiia | 9€¥ICE 9 72
temperature | high sealed setting vecord denion 0 faplo
operator
Bumed Machine Verification Provide a visual Visual display
Sealing/ | Toomuch | psceer 10 |notset | 5 [ ofbatch 7 |3s50| displaytosee | implemented | 10 60
peesslime | time pack properly record time elapsed Rodrguez (10/11)
Not Machine Verification Provide a visual
Sealing/ | anough [Packmot | o | ooicet | 5 | ofbatch 7 |315| displaytosee | % Visual display | o 54
presstime | yme m properly record time elapsed | Rodriguez

RPN = risk priority number

SOP = standard operating procedure




INFORM Climate Change Tool

https://drmkc.jrc.ec.europa.eu/inform-index/INFORM-Climate-Change/INFORM-Climate-Change-Tool

Representative Concentration Pathways (RCPs) !  : 43¢ s - 2080

. Concentration Pathway

Moderate (RCP4.5 High (RCP8 5

Climate & Soci ic Projections
Hazard Projections = Epidemics (malaria and dengue) Sustainability (S5P1)
Demographic Projections 5 Middle of the road (SSP2)
Other Socioeconomic Projections N Regional rivalry (SSP3)

S ——————————
Fossil Fuel Development (SSP5)

IiiHHHHHHHHHHHHHHHHHHHIHHHIIIIII

Socioeconomic Pathway

\4 GREENDT
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Results

Change in risk

INFORM
CLIMATE
CHANGE

R



https://drmkc.jrc.ec.europa.eu/inform-index/INFORM-Climate-Change/INFORM-Climate-Change-Tool

INFORM Climate Change Tool

https://drmkc.jrc.ec.europa.eu/inform-index/INFORM-Climate-Change/INFORM-Climate-Change-Tool
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Selected Countries (IEVESIS M  Hazard & Exposur  Vulnerability || Lack of Coping C4
60
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https://drmkc.jrc.ec.europa.eu/inform-index/INFORM-Climate-Change/INFORM-Climate-Change-Tool

Examples of air pollution-extreme weather events

* o .

(’., d T

The combined impacts of a

’
heatwave which triggered In 2021, parts of Uzbekistan
wildfires and intrusion of including the capital Tashkent
2 desert dust resulted in poor air experienced the worst air
quality across Greece in quality in more than a century

due to a severe dust storm.

In California, USA, a 10-unit
increase in wildfire-related

PM2.5 is estimated to lead to In Jiangsu, China,

a 30% increase In hospital exposure to PM2.5 and
visits among children in 2021. Di# d extreme temperatures
' were associated with a

higher risk of death.

High temperatures and low
visibility due to dust are
significant risk factors for
bacterial meningitis in the

Sahel region.

-

VAL - https://www.healtheffects.org/announcements/critical-moment-air-pollution-climate-and-health



Climate change| air pollution| health connections

® Greenhouse gas

O Gaseous air pollutant

® Non-gaseous air pollutant @

» Cardiovasculardisease

» Respiratory diseases

« Heat exhaustion

* Low birth weight

e Preterm births

o Children and elderly atincreased risk
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Risk Assessment
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Risk Management

RISK
= effect of uncertainty on objectives

HIGH

MEDIUM

Frequency of event

LOW

iy
o =
O oo
T3
0 o
ED""_'
- 2

VERY LOW

.......... S, VERY LOW  LOW MEDUIUM  HIGH

Consequences of event

IMPACT

LOW RISK MODERATE RISK HIGH RISK CRITICAL RISK

NO SEVERE
BE AWARE BE PREPARED TAKE ACTION
HAZARD EXPECTED




Quantitative VS. Qualitative Risk Assessment

Uses numerical methods to estimate probability e Uses descriptive categories and expert judgment

and consequences e Typically uses risk matrices combining likelihood and
Provides precise risk estimates that can be consequence categories

compared across different hazards e Useful when quantitative data are limited or rapid
Requires extensive data and mathematical models assessment is required

Results expressed as numerical risk metrics (e.g., e Results expressed as risk levels (e.g., low, medium, high)
(e.g., annual expected losses) e Easier to communicate with non-technical stakeholders

Suitable for cost-benefit analysis

Semi-guantitative approaches combine elements of both methods
providing a middle ground between precision and practicality

\4 GREENDT



Quantitative Risk Assessment (QRA)

Framework for analyzing the risks associated with the handling, processing, Plamning
and storage of hazardous materials. l l
Risk Acceptance System Description [e
Criteria (RAC) |

Hazard Identification
Systematic identification of all potential accident

scenarios that could result in significant

consequences, using methodologies such as
HAZOP, What-If analysis, and historical accident
review

Risk Characterization
Integrates consequence and frequency results to
provide quantitative risk estimates, typically presented

as individual risk contours and societal risk

Repeat untilall rsks have
been evaluated




Uncertainty in Risk Assessment

Aleatory Uncertainty

Natural variability in physical
processes that cannot be
reduced through additional
research.

Examples:
- Random nature of earthquake
- Material properties variability

o

-

\4 GREENDT

Epistemic Uncertainty

Arises from incomplete knowledge and can
potentially be reduced through additional
research, data collection, or improved
modeling.

Examples: uncertainty in model parameters.

Model Uncertainty

Relates to the choice of models and their
ability to represent real-world processes
accurately. Different models may produce
different results even with identical input
data.



Uncertainty Analysis Methods

Monte Carlo Simulation

Uses random sampling from probability distributions to propagate
uncertainty through risk models. Provides probability distributions of
risk estimates rather than single-point values.

Sensitivity Analysis

Examines how changes in input parameters affect risk estimates. Helps
estimates. Helps identify the most important sources of uncertainty
uncertainty and guides data collection priorities.

Expert Elicitation

When empirical data are limited, expert judgment can be used to
used to estimate parameter values and their associated uncertainties.
uncertainties. Formal elicitation procedures help minimize bias and
bias and ensure consistency.
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STRUCTURAL PERFORMANCE INDEX

g.. Bridge failure probability along its lifetime
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In Frangopol, D. M. & P. Bocchini, 2011. “Bridge service life estimation and extension based on reliability, maintenance and management’. ASCP’2011 — 2°
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E.g.. Climate Risk Assessment

Climate-related hazards Non-climatic risk drivers

Priorities for EU policy on climate adaptation

Economy and finance

J £k 0 @ [ 8=

EEA Report 01/2024
ISBN: 978-92-9480-627-7

and Cascading impacts and risks

Urgancy to act:
@ U ert actian needed
@ More actan needed
Further inwestigatan
: Sui stain curentaction
Indras tructure Waiching brief

Climate risks by duster

European Climate Risk Assessment
Executive summary

Economy and finance
M Eurpean e
W Public fir

darity medhanisms

E
}\“ uropean

.
p— Environment Mot Hetson g ot Eope
’ A @ Risk duster Mates:  Urgency o act far 36 major climate risks far Europe, grouped into five risk clusters, Six risics are assessed bath at the pan-Eurapean level and for
g ency southem Europe, which is a hotspot region. The widths of the ssgments [pies’) indicates the number of risks per cluster belonging to differert
(O Cross-cutting field urgency categaries. sk names are shortened o comparison o the man regort.

Souwrce:  EEA



Risk Assessment mmp

The analytical component that involves:

e |dentifying hazards

e Analyzing potential consequences .

e Estimating likelihood of occurrence

Provides the scientific and technical
foundation for understanding risk levels

and their distribution

S

feedback

Risk Management

The broader decision-making process that:

Uses risk assessment results

Develops strategies for reducing, transferring, or
accepting risks
Implements mitigation measures

Monitors effectiveness

Includes policy development, resource allocation, and
implementation

to improve assessment methodologies
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Risk Management and Decision Making
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Risk Assessment =P Risk Management

| RISK FACTOR ANALYSIS l

J_ Hazard Analysis | [ Exposure Analysis | [ Vulnerability Analysis

v

l RISK ASSESSMENT l

Rizsk= Expected Loss

R=IFxEx¥
E=Risk F=FProbakilisy E=Exposure V="Yulnerabiliny(0-1}

Social Risk Economic Risk
O el Buildings & Content
O Injured Public Iafrastriciu res
O  Homelessness Benefit Losses
O Unemployement Agricaliure
Eavironmeni
RISK MAPS
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RISK REDUCTION

ANALYSIS

Non-Structural
&Structural
Measures of

Mitigation
Analysis

Social Risk | ¢ A Economic Risk

¢ Societal Acceptability Cost-Benefit Analysis
Criterium for Disasters

¢ Cost per human life
saved compared with

other sectors
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~ Risk Management

I RISK FACTORS MITIGATION STRATEGIES I

' Severit
HAZARD Y ANTI -
Probability HAZARD g
-
-
. o
‘@ =
ANTI x
EXPOSURE a
EXPOSURE =
-
-
=2
@)
‘ ANTI =
VULNERABILITY =
VULNERABILITY 7
o
\2
hMl GREENDT e

k —_



Treat the RiIsks

After risk assessment, the next step is to create a RISK MANAGEMENT PLAN.

This is where you determine how to address the identified risks:

* Look at the risks and figure out the best way to address them. Options include avoiding the
risk, transferring it (e.g., through insurance), or accepting it if it's within your tolerance level.

* Not every risk will be treated the same way. You'll need to decide based on its severity and
potential impact on your organization.

» Once you’ve decided, take action. This could involve changing processes, purchasing
Insurance, or implementing monitoring systems to track ongoing risks.

* Once the treatment is in place, continuously monitor its effectiveness. If things aren’t working
as expected, reassess and adjust your plan.
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International Standards and Guidelines
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International Standards and Guidelines

U N D R Upited Nati'ons Office for
Disaster Risk Reduction
UNDRR Sendai Framework

Adopted in 2015 to prevent new and
reduce existing disaster risk .

Requires an all-of-society engagement.

Emphasizes the importance of
understanding disaster risk through
systematic risk assessment and

monitoring.

Promotes the development of national
and local disaster risk assessments
and the use of risk information for
decision-making.

5~»% International Organization
for Standardization
ISO 31000 Risk Management

Principles and guidelines for risk management,

including risk assessment as a key component.

ISO/IEC 31010 Risk management —
Risk assessment techniques

ISO Guide 73 Risk management —
Vocabulary

ISO 14001 Environmental management
systems — Requirements with guidance
for use

\4 GREENDT

lad

Industry-Spedfic Standards

NRC Regulatory Guides
(nuclear)

CCPS Guidelines (chemical)
ICAO Standards (aviation)
IMO Guidelines (maritime)



UNDRR Sendal Framework

U N D R United Nations Office for
Disaster Risk Reduction 2 O’| 5 _ 2 O 3 O

Scope and purpose

The present framework will apply to the risk of small-scale and large-scale, frequent and
infrequent, sudden and slow-onset disasters, caused by natural or manmade hazards as well
as related environmental, technological and biological hazards and risks.

It aims to guide the multi-hazard management of disaster risk in
development at all levels as well as within and across all sectors

Expected outcome

The substantial reduction of disaster risk and losses in lives, livelihoods and health and in

the economic, physical, social, cultural and environmental assets of persons, businesses,
communities ang countries

Prevent new and reduce existing disaster risk through the implementation of integrated and

inclusive economic, structural, legal, social, health, cultural, educational, environmental,

technological, political and institutional measures that prevent and reduce hazard exposure

and vulnerability to disaster, increase preparedness for response and recovery, and thus
strenathen resilience




UNDRR Sendal Framework

United Nations Office for
Disaster Risk Reduction

SYUNDR
Priorities for Action

There is a need for focused action within and across sectors by States at local, national, regional and global levels in the following four priority areas.

Priority 1

Understanding disaster
risk

Disaster risk management needs to be
based on an understanding of disaster
risk in all its dimensions of vulnerability,
capacity, exposure of persons and
assets, hazard characteristics and the
environment

Priority 2
Strengthening
disaster risk governance

to manage disaster risk

Disaster risk governance at the national,
regional and global levels is vital to the
management of disaster risk reduction

in all sectors and ensuring the coherence
of national and local frameworks of laws,
regulations and public policies that, by
defining roles and responsibilities, guide,
encourage and incentivize the public and
private sectors to take action and address
disaster risk

Priority 3

Investing in disaster risk

reduction for resilience

Public and private investment in disaster
risk prevention and reduction through
structural and non-structural measures
are essential to enhance the economic,
social, health and cultural resilience of
persons, communities, countries and their
assets, as well as the environment. These
can be drivers of innovation, growth and
job creation. Such measures are cost-
effective and instrumental to save lives,
prevent and reduce losses and ensure
effective recovery and rehabilitation

Priority 4
Enhancing disaster
preparedness for effective

response, and to “build back

better” in recovery,
rehabilitation and
reconstruction

Experience indicates that disaster
preparedness needs to be strengthened
for more effective response and

ensure capacities are in place for
effective recovery. Disasters have

also demonstrated that the recovery,
rehabilitation and reconstruction phase,
which needs to be prepared ahead of the
disaster, is an opportunity to «Build Back
Better» through integrating disaster risk
reduction measures. Women and persons
with disabilities should publicly lead and
promote gender-equitable and universally
accessible approaches during the response
and reconstruction phases



THE SENDAI FRAMEWORK OUTLINES SEVEN GLOBAL TARGETS
TO BE ACHIEVED BY 2030:

UNDRR Sendal Framework

E. Increase the number of

m | countries with national

and local disaster risk

RED Uc TI"ﬁ’N S. reduction strategies

United Nations Office for

Disaster Risk Reduction

A. Reduce global disaster
mortality

m =2 F Substantially enhance
‘b international cooperation

to developing countries

. Reduce the number of

affected people globally 5 C®
@ . Increase the availability of

and access to multi-hazard

. Reduce direct economic early warning systems

loss in relation to GDP ez L
“SUBSTANTIAL =
@ INCREASES
. Reduce disaster damage % : s X
to critical infrastructure

and disruption of basic
services
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K UNDRR Sendal Framework

Sendai Framework

for Disaster Risk Reduction SUSTAINABLE -
2015-2030 DEVELOPMENT GC‘ALS

m A —— Number of deaths, missing persons and persons ’
W - affected by disaster per 100,000 people Goal 1.
// Target 1.5
e B - Direct disaster economic loss in relation to
// global gross domestic product (GDP)
@ G P , Goal 11.
~ Direct disaster ?conf)mic loss in relation to Target 11.5
global GDP, including disaster damage to critical e
D — - | infrastructure and disruption of basic services
" Number of countries with national and local Goal 11. E&
E X = disaster risk reduction strategies Target 11.b
@ F Proportion of local governments that adopt and | 13 o
implement local disaster risk reduction strategiesin | Goal 13
line with the Sendai Framework for Disaster Risk Y 1 3' 1 9
@ G Reduction 2015-2030 anget 42,



Risk Management: ISO 31000

Help organizations to protect their assets, achieve their goals, and improve decision-making

«Standard risk management principles, framework and process
Risk Assessment

v
Risk

Identification
————
Risk
Analysis
—————
Risk
Evaluation

\/

RECORDING & REPORTING

» Guidance for implementing risk management practices
* Tools for contextualizing risk management to any organization
« Criteria for monitoring, reviewing and continually improving risk management

* Foundation for integrating risk management throughout an organization

DNSULTATION

<
z
=
L
z
=
-
=
=)
o

MONITORING & REVIEW




Risk Management: ISO 31000

Risk Aggregation

Combines risks from different hazard types while
avoiding  double-counting and  considering
correlations between different scenarios. This
aggregation provides total risk estimates for
decision-making.

Risk Reduction Strategies

Develops integrated approaches for reducing both
natural hazard and technological risks. These
strategies may include structural modifications,
procedural changes, and emergency planning
Improvements.

Risk Ranking

Prioritizes different risk scenarios based on their
likelihood and consequences. This ranking
guides the allocation of resources for risk
reduction measures.

Monitoring and Review

Establishes procedures for monitoring risk
levels and updating risk assessments as
conditions change. This monitoring considers
changes in facility operations, natural hazard
understanding, and regulatory requirements.
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Key Principles for Effective Risk Assessment

Systematic Approach - Ensures comprehensive coverage of relevant hazards, pathways, and consequences

while maintaining logical consistency throughout the assessment process.

Scientific Rigor - Requires grounding in sound scientific principles, use of validated methods, and explicit

treatment of uncertainty and limitations.

Stakeholder Engagement - Ensures that assessments address relevant concerns and are useful for decision-

making by involving affected parties in the assessment process.

Transparency and Documentation - Builds confidence in assessment results and enables independent review

and continuous improvement.

Adaptive Management - Risk assessment is an ongoing process that must evolve as conditions change and new

information becomes available.
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The Future of Risk Assessment

Increasing Complexity Technological Advancement Climate Change

Risks and systems will require more Will provide new tools and capabilities Will continue to alter the risk
sophisticated assessment for risk assessment while also creating landscape and require adaptive
methodologies and greater integration new types of risks that require approaches to risk assessment and
across disciplines and sectors. assessment. management.

Globalization Democratization

Will increase the interconnectedness of risks and Of risk assessment tools and information will enable broader
require greater international cooperation in risk participation in risk assessment and management processes.

assessment and management.
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v 'sk assessment is ultimately about

helping society make better
decisions in the face of uncertainty.

As risks continue to change and become more
complex, the importance of rigorous,

comprehensive, and adaptive risk assessmen
will only increase.

\
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Practical Activity in groups - Risk Management iso 31000

1
>
>
>

Frequency of event

Risk Identification
Risk event
Causes
Expected Consequences 2. Risk matrix
Probability / Impact 1 (Low) 2 (Moderate) 3 (High) 4 (Very High) i@{gﬁst
1 (Low) 1 2 3 4 5
2 (Moderate) 2 4 6 8 10
3 (High) 3 6 9 12 15
4 (Very High) 4 8 12 16 20
5 (Almost Certain) 5 10 15 20 _

Consequences o

Risk Scoring Table

1 to 5: Low risk — No immediate action required, but monitor periodically.
6 to 10: Medium risk — Requires attention but not urgent.

11 to 15: High risk — Needs to be addressed promptly.

16 to 20: Very high risk — Immediate action required to mitigate.

21 to 25: Critical risk — Must be addressed immediately, with urgent mitigation actions in place

. Risk Treatment Plan
Risk description
Risk level
Proposed Action (avoiding /transferring /accepting)



